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Agenda

1. Electricity is part of Infrastructure

2. Component and System Reliability

3. Risk and Systemic Risk

4. Resilience considerations

5. Examples
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Infrastructure

Infrastructure: system of people, resources, facilities, equipment and services 

that enable the functioning of society by providing essential services

Essential services can include 

telecommunications; energy systems; banking 

and finance; defence; food supply chain; IT 

infrastructure; education systems; 

transportation; water supply and sanitation; 

health services; emergency services (including  

police, fire, and rescue); and other public services. 

Society’s viability and prosperity rely on the 

uninterrupted delivery of essential services
www.uk.pinterest.com   

http://www.uk.pinterest.com/
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Lifelines

https://static.aminer.org/pdf/PDF/000/243/970/robust_and_resilient_critical_infrastructure_systems.pdf 

Infrastructure – or lifeline systems – “taken individually, or in the aggregate are 

intimately linked with the economic well-being, security, and social fabric of the 

communities they serve”. 

https://static.aminer.org/pdf/PDF/000/243/970/robust_and_resilient_critical_infrastructure_systems.pdf
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Public Goods

https://courses.lumenlearning.com/boundless-economics/chapter/public-goods/ 
5

https://courses.lumenlearning.com/boundless-economics/chapter/public-goods/
https://courses.lumenlearning.com/boundless-economics/chapter/public-goods/
https://courses.lumenlearning.com/boundless-economics/chapter/public-goods/
https://courses.lumenlearning.com/boundless-economics/chapter/public-goods/
https://courses.lumenlearning.com/boundless-economics/chapter/public-goods/
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Cyber-Physical-Human Systems

https://doi.org/10.1038/s44287-025-00224-z 
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https://ieeexplore.ieee.org/document/1265180/

https://doi.org/10.1038/s44287-025-00224-z
https://doi.org/10.1038/s44287-025-00224-z
https://doi.org/10.1038/s44287-025-00224-z
https://doi.org/10.1038/s44287-025-00224-z
https://doi.org/10.1038/s44287-025-00224-z
https://doi.org/10.1038/s44287-025-00224-z
https://doi.org/10.1038/s44287-025-00224-z
https://ieeexplore.ieee.org/document/1265180/
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https://doi.org/10.1016/j.renene.2023.04.135

https://doi.org/10.1016/j.renene.2023.04.135
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Measuring Reliability

1. Frequency of unacceptable events 

2. Duration of unacceptable events 

3. Severity of unacceptable events

Indices – IEEE 1366 (Electric Power Distribution)

• SAIFI (System Average Interruption Frequency Index):

 How often the average customer experiences an interruption

• SAIDI (System Average Interruption Duration Index)

 The total time minutes (or hours) interruption 

 that the average customer experiences

• CAIDI (Customer Average Interruption Duration Index)

 The average time required to restore service
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Component Reliability Design
 

Probability of failure – varies with context and time

➢ Design performance and degradation over time

➢ Maintenance regime

➢ Operations under unexpected conditions

Configuration of a truss 

bridge with 25 members

https://doi.org/10.1016/j.strusafe.2022.102202



Infrastructure Systems Institute

10

Component Reliability Assurance 

Strategies to minimise component failure

✓ Inspection

✓ Monitoring performance with different loads and contexts

✓ Sensors, cameras, satellite, …

✓ Analysis of data to identify variables which predict failure

✓ Scenario analysis
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System Reliability

Sets of components/assets

Network modeling

➢ Series – all in the set must work for the system to work

➢ Parallel – if any one in the set works, then the system works

➢ Minimal cut sets (MCS) - each MCS operates in parallel, but 

all MCS operate in series

Fault trees

Markhov modeling

 
https://doi.org/10.1016/B978-0-08-102836-0.00010-2

https://doi.org/10.1016/B978-0-08-102836-0.00010-2
https://doi.org/10.1016/B978-0-08-102836-0.00010-2
https://doi.org/10.1016/B978-0-08-102836-0.00010-2
https://doi.org/10.1016/B978-0-08-102836-0.00010-2
https://doi.org/10.1016/B978-0-08-102836-0.00010-2
https://doi.org/10.1016/B978-0-08-102836-0.00010-2
https://doi.org/10.1016/B978-0-08-102836-0.00010-2
https://doi.org/10.1016/B978-0-08-102836-0.00010-2
https://doi.org/10.1016/B978-0-08-102836-0.00010-2
https://doi.org/10.1016/B978-0-08-102836-0.00010-2
https://doi.org/10.1016/B978-0-08-102836-0.00010-2


Reliability Testing and Action
Testing example: Power system

Normal operations (including anticipated conditions):

✓ criteria for simulated tests aimed at avoiding overload cascading and 

instability, including voltage collapse.

✓ system conditions to be tested; type of failure; assumptions about protection 

and control systems; allowable limits (e.g. voltage)

Any testing failures must lead to operational remedies

Minimize the risk of occurrence of extreme contingencies 

❑ simultaneous outage of two or more parallel lines

❑ loss of entire substations

For any critical extreme contingencies - protection systems are relevant

Infrastructure Systems Institute

12Grigsby, LL (ed) (2012), The Electric Power Engineering Handbook: Power Systems , Third Edition, ch 17,  ISBN 9780367381486 
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Operations: Asset Management

✓Exposed to changing climate, unexpected demand, tampering

✓PID controllers, self-regulation

✓Maintenance schemes and life extension

✓Systemic risks: co-location, logical dependencies, …
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Risk

https://www.futurelearn.com/info/courses/governing-urban-adaptation/0/steps/225569

Natural

Man-made

Potential losses

From hazards

Gaps

Weaknesses 
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Risk assessment

• Annual? Premium related?

• Checking of assumptions?

• Remodelling? Scenario testing?

• Evidence informed?

• Quality of evidence?

• Transparency and scrutiny?

• Uncertainty, Uncertainty, Uncertainty?
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Disaster Risk Reduction
Disaster – HIGH IMPACT

https://www.preventionweb.net/

sendai-framework/sendai-

framework-at-a-glance 

https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
https://www.preventionweb.net/sendai-framework/sendai-framework-at-a-glance
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Organisation Risk

RISK is the effect of uncertainty on objectives 

Note 1: An effect is a deviation from the expected. It can be positive, 

negative or both, and can address, create or result in opportunities and 

threats.

Note 2: Objectives can have different aspects and categories, and can be 

applied at different levels.

Note 3: Risk is usually expressed in terms of risk sources, potential events, 

their consequences and their likelihood.

[SOURCE: ISO 31000:2018, 3.1]
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Risk Governance

https://doi.org/10.1080/13669877.2019.1687574 

“Risk governance highlights the importance of uncertain, complex and/or 

ambiguous risks. 

However, it is a consistent finding that in most of these cases, the risks are 

treated, assessed and managed as if they were simple.”

https://doi.org/10.1007/s13280-010-0134-0 

https://doi.org/10.1080/13669877.2019.1687574
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
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× Hazards and threats affect many 

organisations concurrently

× Competition for resources will need 

prioritization and sharing

× Multi-hazards are increasing: Sendai

× Interdependencies and connections are 

increasing

× Planetary boundaries are mostly reached

× Vulnerabilities (e.g. interdependencies, 

age) are more quickly exposed

× Assumptions about assets made during 

design are no longer accurate

 https://www.stockholmresilience.org/rese
arch/planetary-boundaries.html 

https://www.stockholmresilience.org/research/planetary-boundaries.html
https://www.stockholmresilience.org/research/planetary-boundaries.html
https://www.stockholmresilience.org/research/planetary-boundaries.html
https://www.stockholmresilience.org/research/planetary-boundaries.html
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Systemic Risks

• Urbanisation and densification

• Demographics and health needs

https://www.un.org/uk/desa/68-world-population-

projected-live-urban-areas-2050-says-un 

“ ‘systemic’ means the extent to which a risk is embedded in the larger 

contexts of societal processes” https://doi.org/10.1007/s13280-010-0134-0 

“risk phenomena which are exceedingly complex and interdependent …

characterised by cascading effects, tipping points and non-linear developments”

https://doi.org/10.1080/13669877.2019.1687574 

https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://www.un.org/uk/desa/68-world-population-projected-live-urban-areas-2050-says-un
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1007/s13280-010-0134-0
https://doi.org/10.1080/13669877.2019.1687574
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Resilience Definitions

• Properties (Bruneau et al, 2003)

• Capabilities (Nan & Sansavini, 2017)

• Processes (Hosseini et al, 2016, Ti et al, 2022, Segovia-Ferreira et al, 2024)

Resilience: ability to absorb and adapt in a changing environment (ISO22300:2021)

✓ prepare (proactive measures to anticipate and mitigate potential disruptions), 

✓ absorb (withstanding and minimizing the immediate impact of an adverse 

event), 

✓ recover (restoring functionality), and 

✓ adapt (proactive measures that prepare for future potential disruptions)

Noting that whilst the interruption is on-going, the organisation also needs to

✓ operate (reduced services)



Resilience Measurement
Infrastructure Systems Institute

✓ Volume: Impact on Performance/Baseline Performance

✓ Time: Weighted Time Period/Whole Time Period

✓ Volume over Time: Disturbed Performance/Undisturbed Performance

https://doi.org/10.1155/2019/1065419 22

https://doi.org/10.1155/2019/1065419


UNDRR Reports
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https://www.undrr.org/publication/

handbook-implementing-principles-

resilient-infrastructure

https://www.undrr.org/publication/
handbook-implementing-principles-
resilient-infrastructure

https://www.undrr.org/publication/p

rinciples-resilient-infrastructure

https://www.undrr.org/publication/p
rinciples-resilient-infrastructure

SDG 9 Build resilient infrastructure, 
promote inclusive and sustainable 
industrialization and foster innovation

Sendai Framework Target D

Substantially reduce disaster damage to 
critical infrastructure and disruption of 
basic services, among them health and 
educational facilities, including through 
developing their resilience by 2030.

https://www.undrr.org/publication/handbook-implementing-principles-resilient-infrastructure
https://www.undrr.org/publication/handbook-implementing-principles-resilient-infrastructure
https://www.undrr.org/publication/handbook-implementing-principles-resilient-infrastructure
https://www.undrr.org/publication/principles-resilient-infrastructure
https://www.undrr.org/publication/principles-resilient-infrastructure


ISO22372 Systemic Resilience
Infrastructure Systems Institute
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https://www.iso.org/standard/50275.html 

Approved

https://www.iso.org/standard/50275.html
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Six Principles

Environmentally integrated

Continually learning 

and improving

Proactively 

Protected
Adaptively 

transforming

Socially engaged

Clearly defined accountabilities 

and shared responsibilities

Ref Key action
1-1 Cultivate collaborative management
1-2 Establish shared understanding and responsibilities
1-3 Use open data standards to support sharing
1-4 Enhance connectivity for information sharing …

Ref Key action
2-1 Raise essential safety requirements
2-2 Exceed basic requirements for critical components
2-3 Consider interdependencies of systems
2-4 Secure multiple resilience pathways and controls …

Ref Key Action
3-1 Minimise environmental impact
3-2 Use nature-based solutions
3-3 Integrate ecosystem information
3-4 Maintain the natural environment …

Ref Key Action
4-1 Encourage stakeholder participation
4-2 Raise infrastructure resilience understanding
4-3 Manage demand in an emergency
4-4 Prepare people for disruptive incidents

Ref Key Action
5-1 Choose manageable solutions
5-2 Create and enhance adaptive capacity
5-3 Develop flexible management
5-4 Enable capacity to extend beyond initial scope …

Ref Key action
6-1 Understand and monitor the context
6-2 Identify and validate assumptions
6-3 Monitor and report
6-4 Analyse, learn, and formulate improvements …
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Resilience ex-ante assessment 
Context/Place based

https://www.iso.org/standard/50275.html 

https://www.iso.org/standard/50275.html
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Electricity system (re)design

https://www.nature.com/articles/s44287-023-00003-8 

https://www.nature.com/articles/s44287-023-00003-8
https://www.nature.com/articles/s44287-023-00003-8
https://www.nature.com/articles/s44287-023-00003-8
https://www.nature.com/articles/s44287-023-00003-8
https://www.nature.com/articles/s44287-023-00003-8
https://www.nature.com/articles/s44287-023-00003-8
https://www.nature.com/articles/s44287-023-00003-8
https://www.nature.com/articles/s44287-023-00003-8


Extreme flood hazard
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https://cp.catapult.org.uk/news/credo

-gears-up-for-new-phase/

https://cp.catapult.org.uk/news/credo

-gears-up-for-new-phase/ 

Climate resilience simulation: 

cascade asset failures in 

energy, telecoms and water 

systems

https://cp.catapult.org.uk/news/credo-gears-up-for-new-phase/
https://cp.catapult.org.uk/news/credo-gears-up-for-new-phase/


Example: Systemic Resilience Governance
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• European Union Directive (2022/2557) on the Critical Entities Resilience (CER)

• Member States 

- create a national strategy, regular risk assessment, identification of entities that provide 
essential services, support for critical entities

• Critical Entities

- will identify risks, take measures to enhance their resilience, notify significant disruptive 
incidents to the national authorities

• A Critical Entities Resilience Group

- will facilitate cooperation among Member States, including sharing information and good 
practices. 

• The European Commission

- will provide support, including on cross-sectoral risks, best practices, methodologies, cross-
border training and exercises to test the resilience of critical entities.

https://eur-lex.europa.eu/eli/dir/2022/2557/oj/eng 29

https://eur-lex.europa.eu/eli/dir/2022/2557/oj/eng
https://eur-lex.europa.eu/eli/dir/2022/2557/oj/eng
https://eur-lex.europa.eu/eli/dir/2022/2557/oj/eng


Digital infrastructure resilience
Infrastructure Systems Institute

❖ Physical assets and buildings: servers, devices, data centres, 

telecommunications masts, towers, networks, batteries, generators, …

❖ Virtual assets: data, software, models, workflows, algorithms, digital 

twins, visualisations, etc.

❖ People assets: skills, competencies, tacit knowledge, information 

management, security processes, etc.

30

✓ UK government designated data centres as Critical National Infrastructure (2024) 

✓ Important contributor to the UK economy, but also a dependency for other national 

infrastructure

× Contributes to climate hazards and energy security risks!



Japan and UK examples
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https://thebulletin.org/2014/03/onagawa-the-japanese-

nuclear-power-plant-that-didnt-melt-down-on-3-11/

https://thebulletin.org/2014/03/onagawa-the-japanese-

nuclear-power-plant-that-didnt-melt-down-on-3-11/ 

https://nationalpreparednesscommission.uk/publications/the-thames-

barrier-as-a-case-study-in-preparedness/

https://nationalpreparednesscommission.uk/publications/the-thames-

barrier-as-a-case-study-in-preparedness/ 31

https://thebulletin.org/2014/03/onagawa-the-japanese-nuclear-power-plant-that-didnt-melt-down-on-3-11/
https://thebulletin.org/2014/03/onagawa-the-japanese-nuclear-power-plant-that-didnt-melt-down-on-3-11/
https://nationalpreparednesscommission.uk/publications/the-thames-barrier-as-a-case-study-in-preparedness/
https://nationalpreparednesscommission.uk/publications/the-thames-barrier-as-a-case-study-in-preparedness/


Japan and UK insight
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System level resilience through shared understanding of data

Onagawa Nuclear Plant Thames Tidal Barrier
Elevated urban platforms, multi-level flood defence 

strategy, smart evacuation with redundancy, 

modular construction, materials for water resistance 

and seismic durability

Dynamic gates, precision hydraulic control, real time 

monitoring systems with alerts, built in redundancy 

and fail-safe mechanisms, adaptive design 

philosophy

Onagawa Nuclear Plant Thames Tidal Barrier
Learning from domestic and international evidence, 

community-driven urban planning, data from 

seismic ground-motion sensors and off-shore wave 

sensors, machine learning forecasting models, 

emergency response coordination 

Collaboration across disciplines and sectors, regular 

data reviews and communications, operational 

validation and stress testing, scenario-based 

planning and forecasting, integrated emergency 

services and urban planning 

Safety culture:

Adaptive design and smart engineering: 

32
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Risk vs resilience

• Risk focuses on the outcomes of being 

unable to handle disruptions

• Resilience concerns the system’s ability to 

handle disruptions: ABSORB & ADAPT

https://doi.org/10.1016/j.psep.2023.05.019

https://doi.org/10.1016/j.psep.2023.05.019 33

https://doi.org/10.1016/j.psep.2023.05.019
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